Windows 7:

1. Click on the wireless icon on the Windows System Tray. A list of Wireless networks will
appear.

2. With Windows 7 you need to configure the wireless connection before you can actually
connect. Click on Open Network and Sharing Center to configure the connection.

I Mot connected

dﬂﬂ Connections are available

Wireless Metwork Connection
JHC 5taff

JHC-5taff

JHC-Guest

JHC-BYQD
JHC-TrustedDevices

JHC-5tudent

Open Metwork and Sharing Center




4. Inthe Network and Sharing Center click on Manage wireless network on the left hand side.

i ! :;‘: » Control Panel » A

Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

5. You will see a list of wireless networks you may have connected your device to in the past.
Click on the Add button.
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Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below,
Adapter properties  Profile types  MNetwork and Sharing Center I@)
6. . »

7. Choose Manually create a network profile.
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How do you want to add a network?

L: Manually create a network profile ;

; This creates a new network profile or locates an existing network and saves a proﬁle
l : for the network on your computer. You need to know the netwoark name (55ID) and
security key (if applicable),

Create an ad hoc network
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% This creates a temporary network for sharing files or an Internet connection




8. Inthe Network name type in JHC-BYOD.
For the Security type select WPA2-Enterprise from the drop down box.
For the Encryption type choose AES from the drop down box.
Click Next when you are done.
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@ gl Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: JHC-BYOD

Security type: | WPAZ-Enterprise - |

Encryption type: |AES v‘

Security Key: Hide characters

[7] Start this connection automatically

[Tl Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Mest ]| Cancel

9. The SSID JHC-BYOD has now been added to your device for configuration. Click on Change
connection settings to configure the connection.
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Successfully added JHC-BYOD

:# Change connection settings
' Open the connection properties so that I can change the settings.

Close

10. The JHC-BYOD Wireless Network Properties window will appear. Click on the Security tab.
Under Choose a network authentication method keep the setting as Microsoft: Protected
EAP and click on the Settings button.
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JHC-BYOD Wireless Netwark Properties a3

Connection | Security

Seaurity type: |WPA2—EntEfrpri5e - |

Encryption type: [AES v]

Choose a network authentication method:
Micrasoft: Protected EAP (PEAF) || settings

|¥] Remember my credentials for this connection each
time I'm logged on

Lo J[ conel J)

11. On the Protect EAP Properties window uncheck Validate server certificate
Under Select Authenticate Method keep this as Secured password (EAP-MSCHAP v2) and

click the Configure button.
[ Protected EAP Properties M‘

Wheps -
[ validate server certificate

: | Connect to these servers:

1rus Cior &1 B5;

] A ddTrust External CA Root | ~
[ Baltimore CyberTrust Root |"|
7] certum ca

[ class 2 Primary CA

[ class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA

[~ DigiCert Global Root CA -
€ 1] | 2

| Do not prempt user to authorize new servers or trusted
certification authorities,

Q&ecwed password (EAP-MSCHAP uV *{(| configure... |

[¥] Enable Fas' =

|| Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLY
|| Enable Identity Privacy

ok || cancel




12. Uncheck the option to Automatically use your Windows logon name and click OK.
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EAP MSCHAPv2 Properties )

‘When connecting:

i ity tomatically use my Windows logon name and !
'password {and domain i any). :

13. Back at the Protected EAP Properties screen click OK to save the changes so far.
14. Back at the JHC-BYOD Wireless Network Properties window click on Advanced Settings.
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[ JHC-BYOD Wireless Network Properties ot |
Connection | Security |
Security type: | WPA2-Enterprise ~|
Encryption type: [AES 'I

Choose a network authentication method:
Microsoft: Protected EAP (PEAR) x| [  Settings |

|¥7] Remember my credentials for this connection each
time I'm logged on

( Advanced settings

SN————

15. On the Advanced settings window check the Specify authentication mode box and select
User or computer authentication.



16.

17.
18.

19.

Click the OK button.

802 1X settings | 302.11 settings

[¥] spedify authentication mode;

Delete credentials for all users

[T]Enable single sign on for this network

{@ Perform immediately before user logon

Perform immediately after user logon

|18
| Allow additional dialogs to be displayed during single
sign an

This netwark uses separate virtual LANs for machine
and user authentication

IUser or computer authentication v‘ Save g-aﬁ.-:n:_:.-;ig |

[ OK _] I Cancel
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Back at the JHC-BYOD Wireless Network Properties window click the OK button to save

changes.

Back at the Manually connect to a wireless network window click on the Close button.
You are now ready to connect your Windows 7 device to the JHC BYOD network. A balloon

Additional information is needed to connect to JHC-BYOD will appear.

A5« Additional information is needed to connect JHC-BYOD. ™ *
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Click to provide additional information.
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Either click on the balloon or click on Wireless icon on the system tray.

Select JHC-BYOD and click on Connect.
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I:[[[g Connections are available

Wireless Network Connection ~
JHC Staff A
JHC-BYOD M
JHC-Student M
JHC-TrustedDevices 1.ﬂﬂ
JHC-Guest M

Open MNetwork and Shanng Center
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20. You will be prompted to enter your user name and password. Enter your JHC Network login
and password. For students this is your JHC student id number. Click OK when done.
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Windows Security ﬁ

Metwork Authentication

Please enter user credentials

| | 'JSEF name |

| | Password |

i QK ] I Cancel

21. You will now be connected to the JHC BYOD WiFi. Open a web browser of your choice to
access the internet on your device.



