Installing an SSL Certificate on a Windows Device (Manually)

Installing an SSL Certificate (as a Trusted Root Certification Authority)

1. Download the certificate file from the James Hargest website (E-learning/Wifi security
certificate)

Right-click on the certificate file, and choose Open. You may see a Security Warning window.
If so, choose Open.

Open File - Security Warning *
Do you want to open this file?

Name: ..JJJl\.Downloads\Test_School_Jan_2017-2020.crt
Type: Security Certificate

From: C\Users\JJJll.Downloads\Test_School_Jan_2017...

Open Cancel

Always ask before opening this file

While files from the Internet can be useful, this file type can
l@ potentially harm your computer. If you do not trust the source,
do not open this software, What's the risk?

Figure 1: The Security Warning dialog - choose Open to continue

1. The Certificate window will appear. Click Install Certificate...

wh Certificate *

General Details Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: N4L_0000_N4LTestschool
Issued by: M4L_0000_N4LTestschool

valid from 2/06/2017 to 2/06/2020

Install Certificate... || Issuer Statement

Ok

Figure 2: The certificate window. This shows details about the certificate


https://www.jameshargest.school.nz/pages/wifi-instructions/

1.

4 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(O Local Machine

To continue, dlick Mext,

Choose a Store Location (see Considerations) and click Next

| Concel

Figure 3: Choosing a certificate store

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

On the next screen, click Browse. Choose the Trusted Root Certification Authorities store.
Click OK.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities

Select Certificate Store x

Select the certificate store you want to use.

| Personal ~
| Enterprise Trust
| Intermediate Certification Authorities
W
>
Cancel

Browse...

Cancel


https://support.n4l.co.nz/s/article/Installing-an-SSL-Certificate-on-a-Windows-Device-Manually#Considerations

Figure 4: Click Browse to bring up the Select Certificate Store window
1. Click Finish.

& &¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish,

You have spedfied the following settings:
(=) o= =l v = == s @M=l Trusted Root Certification Authorities
Content Certificate

_. Cancel ._

Figure 5: Click Finish to complete the certificate installation process




